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Acronyms

B.C. British Columbia

BCVSA British Columbia Vital Statistics Agency
BSO Border Services Officer

CBP (U.S.) Customs and Border Protection
CBSA Canada Border Services Agency

CIC Citizenship and Immigration Canada

CSIS Canadian Security Intelligence Service
CSR Customer Service Representative (ICBC)
DHS (U.S.) Department of Homeland Security
DL Driver’s Licence

EDL Enhanced Driver’s Licence

FR Facial Recognition

GC Government of Canada

ICBC Insurance Corporation of British Columbia
IGRS Intergovernmental Relations Secretariat
MOU Memorandum of Understanding

PIA Privacy Impact Assessment

PIL Primary Inspection Line

PIR Post Implementation Review

POE Port of Entry

PSSG Ministry of Public Safety and Solicitor General (of British Columbia)
QA Quality Assurance

Q&A Questions and Answers

RFID Radio Frequency Identification

SORN System of Record Notice

U.S. United States

WHTI Western Hemisphere Travel Initiative
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B.C. EDL Program Phase 1:
Post Implementation Review

Executive Summary

In January 2008, the Government of Canada (GC) and the Province of British Columbia
(B.C.) signed a Memorandum of Understanding (MOU) to guide the development and
implementation of Canada’s first Enhanced Driver’s Licence (EDL) program. Annex C to
this MOU represented an understanding between the parties on the objectives,
methodology and responsibilities pertaining to the development of a Post Implementation
Review (PIR) of Phase 1 of the B.C. EDL program. The objectives of the PIR are to
demonstrate that Phase 1 of the B.C. EDL satisfied the requirements of CBSA and CBP
as an acceptable travel document; determine the level of public demand as well as
response and customer satisfaction; verify compliance of the B.C. EDL program with
privacy legislation and legal requirements; determine impacts on border crossings; and
acquire lessons learned that can be applied in other provincial and territorial EDL
initiatives and guide Phase 2 implementation of the B.C. EDL program. This final report
is organized into six main areas which address the key objectives listed in Annex C of the
MOU.

The first two sections offer an overview of the technology and business processes and of
the Quality Assurance (QA) processes to demonstrate that Phase 1 EDLs met Canada
Border Services Agency (CBSA) and U.S. Customs and Border Protection (CBP)
documentary requirements for travel. The technology and business processes that were in
placed proved to be effective and revealed no major problems. The Insurance
Corporation of British Columbia (ICBC) Licensing Fraud department conducted a QA of
the identification and citizenship verification process, such as an examination of the
document storage process and method of verification by staff. Citizenship and
Immigration Canada (CIC) also conducted a QA process to monitor and measure the
integrity of the EDL issuance program as it related to the citizenship verification. Few
errors were reported, and these were mainly the result of scanning inconsistencies and
incomplete information provided by applicants. Some applicants were required to
resubmit their application as a result.

The third section presents the results of separate surveys of EDL applicants and staff that
were conducted to assess public demand and response as well as client satisfaction of the
EDL program, including the border crossing experience. EDL applicants were asked to
complete a phone survey to assess their experience and satisfaction with the EDL
program. The results of survey were very positive; 94% of Phase 1 volunteers were
satisfied with the overall EDL application experience. Further, the survey of EDL
recipients who have used their EDL to cross the border indicated a high satisfaction rate
with using their EDL to cross into the United States (U.S.) and into Canada. The survey
of EDL staff also revealed high rates of satisfaction with the training they received, their
levels of preparedness to process applications and the use of the EDL system.

The fourth section presents the federal and provincial privacy and legal reviews that were
completed to determine compliance with privacy and legal requirements. The main
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concerns that have been highlighted centre on the collection and use of information, the
risks associated with Radio Frequency Identification (RFID) technology and the
legislative authority to collect and store such data. Mitigation strategies have been
developed for each risk. At the federal level, Budget 2008 provided funding to support
federal activities related to EDLs. The approved expenditures became a legislative
authority, thereby authorizing the CBSA to collect personal information in the context of
the EDL program. At the provincial level, B.C. passed legislation in May 2008 that
established the legislative authorities for B.C. to collect, use and disclose information for
EDL purposes.

no information of
EDL holders was shared with the U.S. during Phase 1 of the B.C. EDL Program.
Although this PIR cannot evaluate all measures intended to protect the privacy of
personal information, it was possible to review other privacy and legal concerns.

The fifth and sixth sections detail CBSA’s internal communications campaign as well as
media analysis of EDL-related articles in an effort to determine the impact on the Ports of
Entry and shed light on the public perception of the EDL program. Overall, the CBSA
internal communications campaign has been successful in informing Border Services
Officers (BSOs) of the acceptability of EDLs in denoting identity and citizenship.
Initially, there were a few instances where Canadian BSOs did not recognize the EDLs
but follow-up emails reiterating the acceptability of the new EDL resolved the issue.

A media analysis of news articles published in B.C., Canada and the U.S. revealed a
majority of positive or neutral responses to EDLs. The articles with a negative tone were
in the minority and focused on RFID technology and privacy concerns.

In sum, there was an overwhelming positive public response to the launch of Phase 1 of
the B.C. EDL program. Phase 1 has been very successful and indicates that full
implementation in B.C. and other provinces and territories (PTs) would provide
Canadians with a secure and efficient travel document that meets WHTI requirements. To
ensure continued success in the expansion of the EDL program, it is recommended that
enhanced technology and refinements to training programs be utilised to ensure the
accuracy and completeness of the information captured during the application process;
that a further assessment of the effectiveness of RFID technology be conducted once
EDL data transfer is implemented, the U.S. accepts information from ICBC/CBSA, RFID
readers have been installed at U.S. Ports of Entry and a critical mass of documents is
reached; and that future CBSA communications strategies involve Port of Entry Recruit
Training (POERT), bulletins for Primary Inspection Line (PIL) booths, e-mails to BSOs,
region-specific campaigns and the encouragement of PT communications.

The conclusion of this report presents additional findings and recommendations to inform
Phase 2 of the B.C. EDL Program and other PT EDL programs.
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Introduction

Purpose

Annex C to the MOU between the GC and the Province of B.C. respecting the
development and implementation of the B.C. EDL program outlined an understanding
between the parties to develop a joint PIR of Phase 1 of the B.C. EDL program. The
signatories to this MOU from CBSA; CIC; Intergovernmental Relations Secretariat and
Cabinet Operations (IGRS); ICBC; and Ministry of Public Safety and Solicitor General
of British Columbia (PSSG) have committed to the completion of a final report on the
PIR by June 30, 2008, as one of their key deliverables.

Background

The U.S. has taken particular measures to strengthen its border security and enhance its
entry requirements for all travellers, including Canadians. Until the introduction of the
Western Hemisphere Travel Initiative (WHTI), neither the Canadian nor the U.S.
government required specific documents of each other’s citizens for cross-border travel.
As of January 31, 2008, Canadians and Americans require, at a minimum, government-
issued photo identification and proof of citizenship to enter the U.S. at land and sea ports
of entry. When fully implemented on June 1, 2009, the WHTI will require all travellers to
the U.S. to present a passport or other secure document that is deemed acceptable by the
U.S. Secretary of Homeland Security. There will be no change to Canadian entry
requirements as a result of WHTL.

The GC is committed to ensuring that Canadians continue to have access to the U.S. once
WHTI is fully implemented and a task force at CBSA has been created to coordinate and
manage the GC's response to the WHTI. The WHTI Task Force acts as the GC lead in
developing and implementing a Canadian solution to the U.S. WHTL To ensure that
Canadians continue to have affordable and convenient access to the U.S. through land
and sea border crossings, the GC has studied a wide range of WHTI-compliant
documents, including EDL.

The concept of an EDL as a document to meet WHTI documentary requirements was
proposed in June 2006 at a joint B.C.-Washington (WA) State cabinet meeting. In
addition, there had been an increasing concern from a growing number of provincial and
state leaders, as well as from stakeholders from the Canadian and American tourism and
trade industries, that WHTI would have serious social and economic impacts on trade,
travel and tourism on both sides of the border. As approximately 22.3 million Canadians
aged 15 years and older (86%)" possess a driver’s licence, a document that is affordable
and convenient, enhancing the driver’s licence for use as an alternative to the passport
became an attractive option for the Government of Canada and the Province of B.C. in
their efforts to ensure British Columbians and other Canadian citizens have the necessary
documents to travel to the U.S. Of equal importance is ensuring that American citizens
have access to an EDL so that they can continue to travel by land to Canada and be

! Based on 2006 Statistics Canada Census (http:/www]2 statcan.ca/english/census06/data/highlights/agesex/index.ctm?Lang=E ) and
“Canadian Motor Vehicle Traffic Collision Statistics: 2006 - Licensed Drivers and Motor Vehicle Registrations by Type of Vehicle -
1987-2006”. Transport Canada. http.//www tc.gc.ca/roadsafety/tp/tp3322/2006/pagel 2.htm
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ensured easy return access to the U.S. upon completion of their travel. Two separate
CBSA document surveys found that 28% to 30%" of all travellers presented a driver’s
licence when seeking entry to Canada. In February 2007, Minister Day announced the
GC’s commitment to work with B.C. and Washington State on the development of Phase
1 of their EDL. The interest from other provinces and territories as well as U.S. states has
proliferated ever since.

On January 21, 2008, the GC and B.C. signed a MOU regarding the development and
implementation of Canada’s first EDL program. In the first three days following the
announcement of the first phase of B.C.'s EDL program, B.C. was inundated with
applications for the limited number of EDLs available. As of April 2, 2008, 521 EDLs
have been mailed to recipients.

Phase 1 Overview

Public Response to EDL Launch

The EDL announcement received significant media coverage across the province, which
resulted in overwhelming public response for volunteer participants. The calls to the EDL
toll-free volunteer number were immediate and overwhelming. The launch announcement
was covered prominently on B.C.’s major TV stations and the toll-free number was
displayed on the evening newscasts..

The goal was to book 600 EDL appointments in two
weeks. A total of 799 appointments were booked in
three days and the two-week flight of newspaper ads
in select border community newspapers was
cancelled without penalty. Five-hundred and twenty-
one people are now in possession of their EDL card.

Launch Impact on ICBC.com

The B.C. EDL home page on ICBC.com was launched on January 21. As expected,
public interest for more EDL information was immediate. An EDL banner was
prominently displayed on the ICBC.com homepage and linked to the EDL main page.
The following table shows the page view activity and average time on the EDL main
page and EDL Questions and Answers (linked from the main page) for January 21 —
March 31.

% Members of the WHTI Task Force (CBSA) conducted document surveys of more than 17,580 travellers and commercial drivers at
the PILs of 12 major highway ports of entry across Canada in two separate phases: Phase I from January to April 2007 and Phase II
from June 2007 to August 2007.
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January Januafy k
Page 2123 | Januan | Fepruary | March | rora | J5RuaY 21 to
{(Booking) March 31
EDL Main Page 7,856 3,411 5,538 230 17,035 2:06 1.17
B.C. EDL Q&As 2,128 819 1,026 31 4,004 2:55 1.41

The most traffic was recorded during the active booking time January 21-23. In the
afternoon of January 23 the message on the EDL main page changed from “looking for
volunteers” to “response overwhelming, no more volunteers needed for Phase 1.” As
expected, the greatest activity occurred during the three days of active booking and
decreased significantly once the volunteer quota was filled and media interest declined.

ICBC Call Volumes

ICBC added specific EDL messages for their main customer contact phone lines. The
messaging strategy was to provide callers with sufficient information about the EDL
program and direct them to the toll-free EDL Information Line. The EDL messages were
activated just before the 11:00 news conference on January 21.

The majority of calls were handled by ICBC’s two main customer contact call centres in
Victoria (Driver Licensing) and North Vancouver / Surrey (general enquiries).

The following table summarizes the call volumes received and do not included call
volumes to the EDL Information Line.

January 18-31

February 1-28 90
March 1-31 38
April 1-18 47
Total Calls 263

A total of 263 EDL related calls were recorded between January 18 and April 18. The
average handling time for calls to Victoria Customer Contact that handles driver licensing
enquiries specifically, was 6.5 minutes. The three other call centres recorded a combined
average handling time of 4 minutes.

The overall volume did not represent a calculable or discernable increase in normal call
volumes and no additional staff was required to handle the EDL volumes given the short-
term impact of the initiative.

Application Appointments Summary

EDL applications were processed in two ICBC Driver Licensing Centres in Richmond
and Cloverdale (Surrey) between February 11 and March 8. These locations were chosen
for their proximity to the border and their capacity to handle the longer EDL application
appointment time and volumes during the four-week application period. The offices
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RELEASED UNDER THE ACCESS TO INFORMATION ACT
DIVULGUE SOUS LA LOI DE L’ACCES A L'INFORMATION

B.C. EDL Phase 1 Post Implementation Review

reported minimal to no impact to regular driver licensing processing during the EDL
application period.

The following table is a summary of the EDL appointment activity for Phase 1. It
includes totals for the following:

» Total Appointments — total number of appointments booked

= No Show: — number of appointments booked where applicants did not show up

» Not Input — number of applications denied before any information was entered on
the EDL system because applicants showed up without the correct documentation

= Abandoned/Denied — number of applicants who began the EDL process but
abandoned the application in process or were denied an EDL during the process

= Approved — number of EDL applications approved

Week1 | 254 57 16 173 68%
Week 2 283 59 22 14 188 66%
Week 3 234 55 19 17 143 61%
Woek 4 28 3 2 2 21 75%
Totals 799 174 51 49 525 67.5%

Five-hundred and twenty five volunteers were
approved for a B.C. EDL and 521 are now in
possession of their EDL card. Three people were
not able to wait the six weeks for their EDL and
opted to get a regular B.C. driver’s licence and
one person received a driving prohibition. None
of these four EDL cards were mailed.

EDL Recipients by Region
The following table shows the geographic breakdown of the 521 EDL recipients:

Fraser Valley 60 Southern Interior** 11
* Includes the Sunshine Coast
**Include the Okanagan and Kootenays

Surrey had the largest contingent at 107, Vancouver 62, Richmond 48, and Burnaby,
Delta and Langley averaging 43 each. The number of recipients from Vancouver Island
was higher than expected as were volunteers from regions beyond the 100 kilometre
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proximity to the border. Two volunteers travelled 637 kilometres from Nelson, B.C. to
apply for their EDL. Volume projections for EDL Phase 2 are under review and will be
adjusted accordingly.

Technology and Business Processes

EDL Appointment Booking

ICBC contracted with an independent call centre to manage the toll-free “EDL
Information Line” used for all EDL appointment bookings.

The average booking completion time was 10.5 minutes, which included a list of pre-
qualifying questions. A total of 735 inbound calls were taken by call attendants and 1,432
outbound calls were placed after people left messages. ICBC directed the call centre to
call back everyone who left a message to volunteer and call backs continued until mid
February with multiple attempts to contact some potential volunteers.

Additional lines and call centre staff were added on Day 1 for a total of 20 inbound lines
to handle the call volumes. Even with the additional lines and staff, volunteers experience
long waits, and at times a busy signal indicated a system overload.

Regardless of the problems some volunteers
encountered with getting through to book an
appointment, more than half had to call six or more
times, the overall satisfaction with the booking process
was 96%.

Appointment Length and Application Processing Time

The pre-screen portion of the EDL application was anticipated to take 30 minutes, while
the issuance component was scheduled for 15 minutes. EDL recipients reported 96%
satisfaction with the length of the EDL appointment; however 73% of EDL staff found
the amount of time scheduled for the pre-screen (identity, eligibility, and citizenship
verification) portion of the appointment was too long.

The pre-screen system processing time was 20-25 minutes on average. The measure was
calculated based on all of the 626 people who kept their EDL application appointment
regardless of outcome (Abandoned, Approved or Denied). In some cases, the Customer
Service Representatives (CSRs) started a new application as soon as the applicant arrived
at the counter, while others checked identification and all required documents, and
completed the consent form before starting a new application in the EDL system.

The average time of 20-25 minutes supports feedback
from the Staff Survey that 30 minutes allotted for the [ o3
pre-screen was too long. .
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Time to Issue an Interim Driver’'s Licence

Additional time was allocated in Phase 1 to complete the issuance of an interim driver’s
licence to allow contingency if required for the pre-screen process. However, results from
Phase 1 support the assumption that the time to issue an EDL interim driver’s licence
should be the same as for a regular B.C. interim driver’s licence application
(approximately 6 minutes).

Forty-two percent of EDL staff felt the 15 minutes scheduled for the issuance process
was too long, while 58% indicated it was just right.
B.C. Birth Certificate Electronic Verification

ICBC and B.C. Vital Statistics Agency (BCVSA) worked together to establish both an
electronic verification and a manual back-up birth certificate verification process. A
dedicated telephone number was used for communication when problems arose.

There were 515 electronic birth certificate Stz e
verifications and the average response time was
approximately 10 seconds.

Twenty-seven manual verifications completed
successfully and the average response time was within
10 minutes. :

In total 43 applicants were denied an EDL due to
problems with their birth certificates. Seventeen birth
certificates could not be verified. One reason was a
mismatch between the town/city name listed on the
birth certificate and the new official town/city name.

Another 19 applications were denied because the applicant had an 61def birth certlﬁcate
with no registration number that could be electronically verified. Seven more applicants
were denied because they had no birth certificate.

BCVSA was unaware of any requests for certificate issuance or replacement as a direct
result of the EDL application.
Facial Comparison

A facial comparison process using Facial Recognition (FR) technology was carried out
on all approved EDL applicants prior to EDL card production.

During the four weeks of application processing, a weekly FR report was generated
showing possible duplicates/matches at varying tolerance thresholds.

This enabled ICBC Licensing Fraud to set a threshold for use on an ongoing basis. Every
reported match was viewed, but all were false positives. This was expected due to the
small participant group, the parameters set out for participation, and the face-to-face pre-
screen process during the application.

Following the FR checks, [CBC Licensing Fraud released the EDL cards for printing.
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EDL Card Durability

The card supplier reports there have been no defective cards returned. Assessment of the
RFID chip functionality cannot be completed until RFID readers have been installed at
U.S. border crossings. Assessment of the Machine Readable Zone (MRZ) technology on
the card will occur after the U.S. implements the data transfer and accepts EDL
information from ICBC/CBSA.

EDL Post Issuance Records Management

There are a number of events that will occur on an EDL driving record that required
ICBC to implement new business processes for Phase 1.

The post issuance records management processes include:
* Reporting process for a lost/stolen EDL
* Surrendering an EDL and retaining driving privileges

» Processes for EDL card holders whose driving privileges have been revoked through
prohibitions, suspensions or cancellations

To date, only two EDLs have been reported lost or stolen (same status code). In one case
a regular driver’s licence was issued and in the other case the client re-applied for an
EDL.

A border notification process has also been established. As no EDL records have yet been
delivered to CBSA for transfer to CBP, no border notification messages updating changes
to EDL card holders’ status have been sent to CBSA.-

Quality Assurance

In accordance with the requirements of the MOU, ICBC and CIC each conducted
independent quality assurance (QA) exercises following the implementation of Phase 1 of
the B.C. EDL program. The results from each QA exercise identified many of the same
findings and recommendations that will be used to improve processes for the subsequent
phase of the program.

ICBC Quality Assurance

All identity foundation documents, completed questionnaires and consent forms were
scanned and electronically stored as part of ICBC’s records to provide a complete
account of the EDL for audit, quality assurance, post implementation review, and fraud
investigation (if required).

ICBC Licensing Fraud department carried out a quality assurance on 100% of the
applications processed. This included access to all electronic records.

Hard copies of these documents were forwarded via secure courier and ICBC’s internal
mail to ICBC Licensing Fraud. Upon receipt, they were checked and ordered and placed
in a filing system.
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All electronic files were reviewed against the hard copy applications. Each application
was checked by hand to ensure that the applications had been correctly processed and
fully and accurately completed.

The review found that in some cases, questionnaires were scanned with questions
unanswered. In others, there were no scans to review, but there was an intact hard copy
indicating the CSR had simply forgotten to scan the required document.

Results

A total of 34 errors were found, 6 of which required ICBC to contact the EDL applicants
and ask them to come back to the issuing office and complete the required
documentation. All six complied. The majority of errors that did not require follow up
involved scanning issues. For example, forms were scanned incorrectly, the scanning
failed to pick up the entire contents of the documents scanned or the documents were not
scanned at all, however for all cases, hard copies were in the file.

1 | Question(s) not completed on form CIC Questionnaire 5 Al clients contacted - CIC form was
then completed in person
2 | Unnecessary questions answered - CIC Questionnaire 5 No follow up required
3 | Form scanned incorrectly - Hard CIC Questionnaire 7 No follow up required
copy was in file
Entitlement 1 No follow up required
4 | Form not scanned - Hard copy was CIC Questionnaire 1 No follow up required
in file.
ICBC Interview 1 No follow up required
Consent 4 No follow up required
5 | Form not scanned - No Hard copy Entitlement 1 Client contacted - Entitlement
received Questionnaire completed in person
6 | ICBC administration data not filled CIC Questionnaire 3 No follow up required
in at bottom of form
ICBC Interview 4 No follow up required
7 | Additional documents not scanned Change of name 1 No follow up required
IDpg 2 1 No follow up required
Total Errors Found 34

CIC Quality Assurance

One of the commitments of CIC was to establish a QA process for Phase I. The objective
of the process is to allow CIC to assess whether the issuing authority is correctly applying
the process for verifying citizenship status and to provide data for CIC to assist provincial
authorities in managing the risk associated with the issuance of EDL to a non-Canadian
citizen.
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The QA process also provides a measure of the quality of decisions related to citizenship
verification and aids in identifying gaps in relevant training and procedures.

Methodology

In Phase 1 of the EDL program, CIC agreed to review all the applications submitted (both
approved and denied based on available citizenship information). The number of
applications processed was set at approximately 500. In addition to reviewing both
approved and denied applications, CIC also reviewed applications denied for reasons
other than those related to citizenship. In all, CIC reviewed a total of 562 applications.
The review was conducted at national headquarters in Ottawa from system-generated
copies of all the applications and supporting documents supplied by ICBC.

Results

The QA review conducted by CIC reveals some of the same errors identified by ICBC.
While some errors should be considered more significant than others, it is important to
note all errors in order to improve the systems used to support this initiative. None of the
errors identified resulted in an EDL being issued to a non-Canadian citizen. This
indicates that the overall process was good and ensured that only applicants who met the
requirements were issued an EDL. CIC found 14 cases where more than one application
by the same client was approved. In one of these cases, three applications were approved
for the same client using two different surnames.

Consultation with ICBC revealed two points that explain this:

* Printing of all Phase 1 EDL cards was done in one batch after all application
processing was completed. Some applicants required changes to their EDL cards after
their initial approved application, but before their EDL card was printed.

* To meet ICBC’s Phase 1 requirements, any change to an EDL, for example, name or
address change, required the applicant to re-apply and complete a new EDL
application including providing the necessary documentation. All applications remain
on ICBC’s system for security reasons, but are immediately overridden with any
subsequent application. This can result in two or more approved applications for the
same person, but only the last one triggers the EDL to be printed. The application
records the event of applying, but did not always result in a card being printed.

CIC received all applications as part of the QA process. A review with ICBC confirmed
that only one EDL was issued for these multiple application events. Each of these
applications was assessed to ensure that accurate verification of documentary evidence of
citizenship was conducted. These were further verified against the citizenship database. A
search of the CIC’s database resulted in the identification of five persons of which three
were associated to a third party application and two were clients who had applied for a
proof of citizenship certificate.

CIC also found seven files where the citizenship questionnaires were either incomplete or
not forwarded to CIC. In two cases the consent form was not included with the
application or was included but not signed by the client. Both of these documents are
required in order to complete a meaningful verification of the CIC database and are
integral to the quality assurance process. While the first document provides the necessary
information for the purpose of identifying a client and attests that the client was born in
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Canada, it also flags possible loss of citizenship. The second is a legal document which
provides the authorization for the collection and sharing of a client’s personal information
with CIC for the purposes of conducting quality assurance. Further discussions with
ICBC revealed that CIC received copies of incomplete scanned documents. This problem
was identified in ICBC’s QA process, however ICBC confirmed it had hard copies on file
of all the completed documents including consent from the clients to authorize the
sharing of information.

The problem of incomplete scans must be addressed for Phase 2. The scanning process
should ensure a scan of the entire document. If the scan is incomplete, the application
should not be approved.

Phase 1 was open to applicants born in British Columbia. One client was denied because
he/she was not born in British Columbia.

The next phase of the program will be open to all Canadian citizens, both born in Canada
and outside of Canada. It is for that reason that CIC recommends that there is agreement
before Phase 2 is implemented on which documents will be sent to CIC and that all
applications forwarded to CIC for quality assurance include copies of completed
citizenship questionnaires, documents which support a change in name (for example,
change of name document, marriage/divorce certificate, adoption order, etc.), as well as a
signed consent form to ensure a consistent evaluation and to allow for a thorough search
of CIC’s database. ‘

EDL Applicant Survey

Three separate EDL applicant surveys were conducted by phone using an independent
research company. The main objective of the surveys was to assess the experience of
applicants during the Phase 1 booking and application process.

A separate survey of EDL Recipients’ Border Crossing (passage) experience follows the
applicant survey results.

In total, 414 interviews were completed as shown in the following table:

Recipient April 15 to May 1| 340 +/-5.3% 19 times
out of 20

Abandoned/Denied April 16 to 29 21 n/a

No-show April 21 to 28 53 n/a

Total 414 nl/a

A total of 228 males and 186 females completed the surveys: 23% were between 18-34
years of age, 41% between 35-54, and 36% were 55+.
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Results

Overall, the applicant survey results were very positive. The following provides a
summary of results from all three applicant surveys covering the booking and application

process.

(Note: “applicant” refers to all three groups: EDL recipients, no-shows, and
abandoned/denied combined.)

up
Overall EDL Applicants *  94% were satisfied with their application
Experience experience with the strong majority being very
satisfied (70%)
Reasons for Applicants = In order of importance: drive across the border
Applying often, get across the border faster, use in place
of a passport, and convenience
Source for Volunteer | Recipients = 55% learned of the number after seeing it on the
Toll-Free Number TV news—this is over three times as many who
saw it in a newspaper or on the ICBC website
Booking an EDL Recipients = Only 30% got through to a live agent the first time
Appointment they called. 37% called multiple times before
booking their appointment
= 96% were satisfied with the service they received
from their telephone representative
E-mail Reminder Recipients = 85% recalled receiving the e-mait reminder.
Notice Nearly all (96%) found the reminder notice was
useful
Participant Guide Applicants = 85% obtained the Participant Guide prior to their
appointment. The majority downloaded the guide
from the ICBC website
= 81% of recipients, 61% of abandoned/denied and
69% of no shows read the entire guide before
their appointment
Understanding of the | Recipients = Vast majority (89%) had a clear understanding of
Application Process the process and documents needed prior to their
appointmeqt
Satisfaction with Recipients = High level df satisfaction (83-86%) with ICBC
ICBC staff staff's ability to explain the application process
and requirements, answer questions, and
address concerns
Privacy Recipients = 86% had no privacy concerns about their EDL
application
s Of the 48 who were concerned, the main reasons
were personal information could be accessed or
altered by others and their personal information
might be shared with other countries or provinces
Security Sleeve Recipients = 84% use the security sleeve and the vast majority

(85%) feel their card is secure in the sleeve
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= Reasons for not using: doesn't fit in their wallet,
inconvenient or unnecessary

Travel Experience to | Recipients = 89% had driven to the U.S. at least once in the
u.s. past year. Over 1/3 had crossed at least 10 times
in the past year

= Attime of survey (mid April) 1/3 had already used
their EDL to cross the border and most
anticipated using it in the next month

Possess Valid Recipients »  58% possess a valid Canadian passport

(P:?)sr:p::;tsloiDL = 72% with a passport said it was easier to apply
P for the EDL than for a passport

Intention to Renew Recipients * 54% indicated they would be likely to renew at

their EDL $30, 40% at $40, and 31% at $50

= Results similar to 2007 Demand Survey

= May be too early to test renewal intention as
many recipients have not used their card at the

border
Unsuccessful Abandoened / = 3/4 of those surveyed cited incomplete or
Applicants Denied Group incorrect identification as the reason for their

unsuccessful application

= Two main reasons: problems with birth
certificates and incorrect linkage documents
(marriage related) to validate a person’s identity

*  Only 1/3 of this group indicated they would apply
for an EDL again

No Show Reasons No Show Group | = Main reasons cited were: something else came
up, sick, ineligible. Only a small number (7 of 53)
had concerns about something they read or
heard about the EDL, such as the information
being shared with the U.S. or the identification
requirements for the EDL.

Client Survey (Passage)

A separate phone survey to assess EDL recipients’ border crossing experience was
administered May 27-30, 2008.

A total of 175 respondents of the EDL Recipient Survey were identified as having used
their EDL or planned to use it to cross the border within the next month. Respondents
agreed to be contacted for a future survey on their border-crossing experiences. From this
group, a total of 126 interviews were completed. The interview company reported 94
“completes” the first night of the survey — a response level far above what is normally
experienced.
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Of the 126 EDL holders surveyed, 103 EDL users had used their EDL cards to cross the
border at least once.

Results

As expected, EDL card holders are frequent border crossers with the vast majority (95%)
reporting their cross-border trips are solely for pleasure.

 Are: Resul
Frequency of EDL » On average, EDL holders had aiready crossed the border
Use four times. 41% had used their EDLs to cross the border 4 or
more times.
Saving Time at U.S. Border
Border » 46% of EDL users said they spent less time at the border

booth because they had an EDL. 15 % reporting they spent
more time mainly due to border officer not being familiar with
the EDL.

s« 17% reported having problems using their EDL at the border.
Canada Border

= 26% of EDL users said their EDL saved them time at the
border coming back into Canada, while 14% reported they
spent more time.

s 16% reported having problems mainly stemming from border
officers not being familiar with the EDL.

Satisfaction with U.S. Border

Using EDL to Cross | «  very high satisfaction at 94%. Only 6% expressed
dissatisfaction with using their EDL. Likely due to the
issues experienced with border officers not recognizing
the EDL.

Canada Border

= Somewhat lower satisfaction (82%) reported returning
into Canada. This could be due to fewer EDL users
experiencing time savings at the Canadian border.

Use of Security = Over three quarters of EDL users kept their EDL in the
Sleeve security sleeve before approaching the border.

= 83% of EDL users find it convenient to remove their EDL
from the security sleeve as they approach the border.

Use of EDL vs. = 58% of EDL users hold a valid Canadian passport.

Passport = Over half (65%) indicated that their EDL was more
convenient to use when crossing the border than their
passport. 30% reported no difference.

Border Crossing Impacts

As part of the MOU, it was agreed to look at the impact of EDLs on border crossing once
Phase 1 of the B.C. EDL program was introduced. CBP has reported witnessing at its
northern and southern borders 284 B.C. EDLs in April 2008 and 357 B.C. EDLs in May
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2008. ICBC conducted border crossing experience surveys with 103 EDL recipients who
had used their EDL to cross the border at least once in April and May 2008. Almost half
(46%) of U.S.-bound travellers and a quarter (26%) of Canada-bound travellers indicated
they spent less time at the Primary Inspection Line booth after presenting their

EDL. With the date for full document requirements approaching, this decreased
processing times shows the potential of an EDL to have a positive impact on the border.

A smaller proportion of EDL holders reported an increase in processing time (15% of
U.S.-bound travellers and 14% of Canada-bound travellers). The increased processing
time for these travellers may be due to Border Services Officers’ lack of familiarity with
the EDL as a new border crossing document.

Border modeling has indicated that vicinity RFID technology may reduce border wait
times. Once there are more EDLs in circulation and once the RFID technology is in place
at the ports, it is anticipated that border wait times could decrease further.

Staff Survey

Approximately 30 ICBC staff from Driver Licensing volunteered for EDL Phase 1. Staff
included CSRs, supervisors and managers. All staff was required to pass the level 2
security clearance administered by Canadian Security Intelligence Service (CSIS).

Prior to the start of the application process, ICBC worked with CBSA and CIC to develop
document fraud and citizenship training materials that are specific to EDL. Volunteer
staff participated in a full-day classroom training session in January 2008. The morning
_session covered the new EDL system, application process, CIC and Entitlement
questionnaires, ICBC interview form and the consent form. The afternoon session
involved hands-on fraud identification training. Course evaluations were completed at the
end of each training day. Staff’s overall rating on the instructors, materials and EDL
training meeting the stated objectives was good to excellent.

During the application processing period February 11 — March 8, EDL staff participated
in approximately 626 application appointments in the two Driver Licensing locations.
Results

Staff was asked to complete an online survey between April 30 — May 9. The objective
~ was to assess their experiences and to provide a forum to collect suggestions for Phase 2.

* Staff gave high ratings to their EDL experience in Phase 1. Of the 26 respondents, 92%
rated their experience as positive with the vast majority rating their experience as very
positive.

The following summarizes highlights of the EDL Staff Survey Results:

August 14, 2008_Final Confidential 16



RELEASED UNDER THE ACCESS TO INFORMATION ACT
DIVULGUE SOUS LA LOI DE L’'ACCES A LINFORMATION

B.C. EDL Phase 1 Post Implementation Review

| Result

| fréining and Level of Staff was asked 10 evaluyéfe‘thelr‘Januafy training now
Preparedness that they had processed all EDL applications.

*»  91-97% good to excellent rating for training on the
EDL system, Fraud Identification, and use of the
scanners and 89% on the application process

«  92% indicated they were well or very well prepared
to process EDL applications

Concerns with Security » Only 15% had concerns about the security
Clearances clearance

» Reasons cited: required a credit check and difficult
to obtain birthdays and dates of death for relatives —
did not think it was necessary.

Applicant Preparedness for = 69% felt applicants had a fairly good knowledge of
Appointment the process and document requirements, while 19%
stated the knowledge level was very good.

= 88% stated EDL applicants showed up to their
appointment with the correct identification, forms
and documents either all or most of the time

Pre-screen process »  OQverall staff reported very little problem with using
EDL System Use, Forms, the EDL system (96%) or the forms (88%).
Scanners

= Scanner problems were minimal. However, staff
strongly suggested faster scanners would speed up
the pre-screen process.

Operational Feedback » Moderate to high level of confidence that CSRs
(Managers / Supervisor would be able to integrate the EDL tasks after the
respondents only) application process, into their regular CSR role.

= EDL applications in the two locations had a minimal
to moderate impact on normal office operations.

Federal Privacy and Legal Review

The Government of Canada engaged in extensive consultations with the Offices of the
Privacy Commissioner at the federal and provincial levels and completed a Privacy
Impact Assessment (PIA) of Phase 1 of the B.C. EDL Program.

no personal
information of EDL holders was shared with the U.S. during Phase 1 of the B.C. EDL
Program. Although this PIR cannot evaluate all measures intended to protect the privacy
of personal information, it was possible to review other privacy and legal concerns.

Program Compliance (Privacy Risks)

Mitigate the risks of misuse of the EDL personal information by U.S. authorities, such as
Jfor purposes other than travel across the U.S./Canada border.

To mitigate the risks of misuse, the CBSA developed an MOU with CBP that provides
written guidelines on the handling of EDL personal information and its intended usage.
CBP is expected to use EDL information obtained pursuant to this MOU only for border-
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crossing purposes, which is limited to verifying the identity, citizenship and determining
the admissibility of travellers applying for admission to the U.S. using an EDL.

Additional terms of the MOU outline that both CBSA and CBP are expected to have the
appropriate internal auditing mechanism in place to safeguard Canadian EDL information
and ensure it will only be used for border-crossing purposes.

Of special note, due to the timelines associated with Phase 1 of the B.C. EDL program, it
was agreed that no automated method to transmit or receive EDL information was to be
established. ICBC encrypted EDL information and then burnt it onto CDs for forwarding
to the CBSA, in accordance with the Canada-B.C. MOU. The CBSA was then to forward
these CDs to CBP in accordance with the CBSA-CBP MOU. To guard against any
misuse of EDL personal information, those CDs will continue to reside with ICBC until
CBP meets their own administrative obligations concerning privacy. Once met, EDL
personal information will be shared in accordance with the MOU.

Ensure the informed consent of participants, covering the full cycle of data collection,
analysis and dissemination involving their personal information once submitted.

All EDL applicants were provided with information, detailed in the Participant’s Guide,
regarding collection, analysis and dissemination of their personal information, including
that their personal information may be disclosed to other organizations for any other
purpose as authorized by U.S. law. The EDL .application process also required all
individuals who volunteered for the program to sign a consent form prior to obtaining an
EDL and initiating any information sharing. Those applicants who objected to signing the
consent form due to concerns about the treatment of their information were not enrolled
in the EDL program. Results from the applicant survey revealed that the great majority of
recipients had a clear understanding of the process and had no privacy concerns about
their EDL application.

Mitigate the risks posed by the use of vicinity RFIDs such as remote reading without
consent for surveillance, or the “skimming” of card for fraudulent purposes.

Vicinity RFID technology has been identified by the U.S. Department of Homeland
Security (DHS) as part of the solution to ease the burden of the WHTI. This technology
can be read at a distance of approximately 15 feet to pre-position traveller information at
the U.S. primary inspection line. This process allows CBP to initiate their border-crossing
_process in an expedited fashion, potentially decreasing congestion at the border. Without
“an extensive network of readers it would be extremely difficult to track the movements of
an EDL holder. To further mitigate the risk of skimming, B.C. has issued a protective
sleeve within which to store the EDL card and the Government of Canada intends to
make the provision of such a protective sleeve a prerequisite of all PT EDL programs.
The client survey of recipients who used their EDL to cross the border found that over
three quarters of EDL holders kept their EDL in the protective sleeve before approaching
the border, and four out of five found it convenient to remove it from the sleeve as they
approached the border.

In addition to the protective sleeve, the nature of the EDL card design also mitigates the
risks of surveillance as no identifiable personal information is stored on the card’s RFID
tag or is transmitted by the card. The card uses a unique identification number applied by
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the card stock manufacturer. For Phase 1, this unique identification number will match a
record held in a secure CBP database.

Mitigate the risks posed by the collection of additional information in the EDL
application process (for example, corrective lenses, height, eye colour, etc.) beyond that
detailed in a passport and the potential uses of the information by U.S. authorities.

A CBSA-CBP MOU provides written guidelines on the handling of personal information
and its intended usage, which is only for the purpose of establishing the identity,
citizenship and determining the admissibility of travellers applying for admission to the
U.S. using an EDL. The EDL data shared with CBP mirrors but does not exceed the
information contained in a Canadian passport. Under the MOU, the personal information
shared between CBSA and CBP is limited to the following elements:

= Full name (first Name, last name) = Optical character recognition unique identifier

= Birth date = Digital image (Applicant photo)

= Gender = Radio Frequency ldentification unique

= Citizenship identifier

= Licence issuing jurisdiction — » Licence status and status changes
Province/Territory » Tag identification number (B.C.

* Issuing country Phase 1 EDL does not include a tag ID.)

= EDL expiration date .

Additional information, such as height and eye colour appears only on the physical card
and is not provided to CBP.

Program Compliance (Legal Risk)

Possible lack of legislated authority for CBSA to collect and retain EDL holder
information.

The collection of personal information for the EDL program is necessary to facilitate the
movement of Canadian and U.S. citizens across the land and water border. Under section
5 of the Canada Border Services Agency Act, the CBSA has the responsibility to provide
integrated border services that support national security and public safety priorities and
facilitate the free flow of persons and goods.

Federal Budget 2008 provides $6 million over the next two years for federal activities to
support provinces and territories planning to introduce EDLs. Each line in the budget is
considered a vote that is presented to and approved by Parliament, which is an indication
of Parliament's consent to expenditures from the consolidated revenues. The expenditures
that are approved then become part of an Appropriations Act, becoming a legislative
authority. This authority satisfies section 4 of the Privacy Act.

The establishment and management of the EDL program, and the collection and
transmission of EDL information, where applicable, falls within the mandate of ICBC.
CBSA’s role is limited to the transmission of Phase 1 EDL information to CBP and is not
retaining any personal information. As of May 12, 2008 EDL information continued to
reside with ICBC
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Provincial Privacy and Legal Review

The Province of B.C. passed legislation on May 29, 2008 that established the framework
for the EDL program and for the creation of EDL regulations. These amendments and
forthcoming regulations will satisfy legislative requirements for the collection, use and
disclosure of information by ICBC for purposes related to the B.C. EDL program.

Collection

There were two new types of personal information collection identified in the PIA:
collection of additional information to verify citizenship and information collected from
employees to complete the necessary security clearance.

Only information and documents required for the program was collected from applicants
and the requirements were clearly laid out in the EDL Participant Guide. No unnecessary
or additional personal information was collected.

Source documents provided by individuals were scanned and saved to a database in
ICBC’s secure I/T environment. Original copies of the Citizenship Questionnaire and
consent forms were retained and also scanned. There are no explicit retention policies for
these documents.

Verification of the birth certificate with BCVSA was handled through an online link.
When the information was entered a response code was returned indicating whether or
not there was a match. If there was a problem with the link, a manual process was
followed.

There were no complaints received from applicants about the collection of personal
information except for one report where one individual, part-way through the process,
decided to not continue and not sign the consent form. The individual asked for copies of
all the documents that had been completed up to that time. There was a little uncertainty
at the Driver Licensing Centre as to how to handle his request, but on checking, the
individual was provided with copies, but the originals were retained.

Employees had to complete a detailed security clearance form, which was provided to
CSIS who conducted or directed the clearance activity. All of the employees submitted
passed the security clearance.

There was a concern about what information CSIS would divulge to ICBC. At one point,
CSIS indicated that in the event someone passed the clearance but something was
uncovered during the investigation that CSIS believed management ought to know, CSIS
would advise management accordingly. This was a concern because the security
clearance was voluntary (that is, staff volunteered to handle EDL applications, to be
accepted, and to pass the security screen; staff not involved with EDL transactions were
not compelled to undergo security clearance) and staff needed to understand the possible
ramifications of having this done in order for there to be fully informed consent to the
security clearance.

Use

The Personal Information collected for the EDL program has been used by ICBC only in
connection with that program — for the production of the card itself and for populating the
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EDL database. Under the terms of the MOU between the GC and the Province of B.C.,
and the MOU between the CBSA and the U.S. CBP, ICBC is to provide CBP, through
CBSA, with certain prescribed information relating to EDL holders and their EDL card,
for use by CBP for border entry purposes. The data to be provided, described in the table
below, is specified in the MOUs and related Information Sharing Annexes.

Message tracking identifier =  Message tracking identifier
RFID unique identifier = Processing status

OCR unique identifier

Encoded document number
Reason (change only)

Name (First and Last)

Birth date

Gender

Citizenship

Expiration date

Issuing Province

Issuing Country

Driver photo (not on status change)

A significant privacy concern identified in the ICBC review and expressed by the B.C.
Information and Privacy Commissioner is the potential for this information to be used by
CBP for secondary purposes, beyond just border entry purposes.

Section 5 of Annex A of the CBSA/CBP MOU indicates: “CBP is expected to access the
EDL information provided under this Annex only for border crossing purposes...”
However, section 7 of the same annex indicates: “CBP is expected to notify CBSA...in
the event that CBP is required by U.S. Law or national security to disclose EDL
Information...other than for a border crossing purpose...” Thus it is clear that there is
potential for secondary use. Further, it is possible that if there was disclosure pursuant to
the USA Patriot Act that CBP may not be legally able to advise CBSA.

Section E of the agreement provides for auditing mechanisms and there is an expectation
laid out there for the parties to exchange any reports that result from these auditing
processes.

Disclosure

The program requires disclosure of personal information to CBSA, CBP, BCVSA, and
CIC. In each case, the amount of information disclosed was kept to the minimum
required. There is very limited disclosure planned to CBSA as they are acting as a
conduit providing the information to CBP. There is provision in the MOU for provision
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of information concerning Lost, Stolen and Fraudulent (LSF) cards to CBSA, but as of
this writing, no data has been provided in that regard.

It is noteworthy that the EDL information to be provided to CBP mirrors the passport
information currently provided to CBP when an individual presents his or her passport
upon arrival at a border crossing or PIL booth. In particular, the driver’s licence (DL)
number is not provided. This is important as the DL number is a significant identifier,
which can be used to access other data. Not providing this number is protective of
individuals’ privacy.

The planned disclosure to CBP does, however, include the digital photo, which does have
the potential to be used for secondary purposes as a biometric identifier. In Phase 2 of the
EDL program, there is planned to be a ‘pingable’ database situated in Canada which CBP
would only access when the EDL holder presents at the border.

Complete copies of the application documents were sent to CIC for quality assurance.
Brinks Canada Ltd. was used to ensure security of delivery and confirmation of receipt
was obtained. Provision for destruction of these documents after a defined retention
period is provided for in the GC/B.C. MOU and Information Sharing Annex

Informed Consent

Great care was taken in the design of the program and the materials to ensure that
applicants consented to the use of their personal information and that this consent was
truly informed. Applicants were asked to read the Participant Guide prior to coming in
for their interviews and the ICBC CSRs were careful to go over this in the interview. The
process was observed at a driver licensing centre, confirming that this process took place.
CSRs advised that most applicants had clearly read the material before coming in many
cases had marked certain passages. The Applicant Survey indicated that overall 85% of
the applicants had reviewed the Participant Guide prior to attending the appointment.
Further 86% indicated that they had no privacy concerns. Some participants suggested
that staff could have been better informed and that there should have been a better
explanation of how the RFID chip works and on how much information is stored on the
card.

Security - RFID

Security sleeves were issued to EDL licence holders to prevent the RFID in the card from
being read by unauthorized readers. The Applicant Survey indicated that 84% of the
applicants used the sleeve. Of those thai did not use the sleeve, the reasons given were:
did not fit in wallet, was not convenient, did not think it was necessary, or were not
concerned about it being read. The high degree of usage indicates that the sleeve is a
popular option and its purpose is understood by the licence holder. Testing was
conducted by IBM confirming that the sleeve did in fact prevent reading.
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Data Transmission

The method of data transfer to CBP is to be by encrypted data disc (256 bit encryption).
This has not happened yet so it not possible to evaluate. Care will be taken when the
transfer does occur to ensure it is done in the most secure manner possible.

Other Considerations

The border is not yet equipped with RFID readers. Although border modelling has shown
that vicinity RFID may reduce border wait times, it is still unknown how effective EDLs
will be in improving security and accelerating border crossing. This knowledge will be
important in determining whether the benefits derived from the use of the technology
justifies the privacy risk incurred.

CBSA Internal Communications

The internal communications began in January 2008 with general information on WHTI
and EDLs that was sent by e-mail. All communications were done by e-mail as it was
cost effective, reached each border service officer (BSO) and was the most efficient
method of communication. In February 2008 an e-mail was sent to BSOs with an
information bulletin on EDLs and in-depth question and answers on the B.C. EDL
program. During March and April e-mails continued to be disseminated to clarify any
confusion or questions that were raised either by BSOs or clients of Phase 1 of the B.C.
EDL program. Once EDLs were in circulation there were a few problems of BSOs not
recognizing the document as proof of citizenship. Clients have indicated that other
documents have been required in order to cross the border. These problems were
addressed in two ways, the first was clarification e-mails to all BSOs and the second was
a conference call with regional WHTI contacts in order to further the dissemination
process to all BSOs.

Media Monitoring

Federal

The Federal media monitoring covered the period of January 21 through to May 21, 2008
and was a review of media sources in Canada and the U.S. (see Annex A). In general, the
media monitoring has shown positive accounts since the introduction of EDLs in B.C.
Phase 1. In total there were 24 articles that were relevant to EDLs; 7 were positive, 12
were neutral and 5 were negative. The majority of articles were either positive or neutral
as they argued that EDLs were more convenient, cost effective and a great alternative to a
costly passport. The negative articles were concentrated after the meetings between the
federal and provincial privacy commissioners. The concerns raised by the articles were
about the EDL data being housed in the U.S. and the ability for government agencies to
track people because of the RFID technology. These concerns have since been addressed
by creating a data transfer process to the U.S., so the EDL data will be housed in Canada
and will only be sent to the U.S. upon the EDL holder crossing the U.S. border. Further,
as each EDL is issued with a protective sleeve, no one with an RFID reader is able to
access data stored in the RFID unless the sleeve is removed. In addition, the
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RFID only contains a unique identifier number that will be linked to information stored in
the Canadian database and therefore personal information will not be available unless a
request is sent from CBP to CBSA through the data secure transfer process. The federal
media monitoring has shown positive accounts of EDLs and the concerns have since been
addressed.

Provincial

A media scan was conducted January 21 to February 15, 2008 (see Annex A). A total of
45 stories ran featuring the EDL: 5 on TV, 6 on radio, and 34 in daily or community
newspapers for a total audience reach of 5,609,205. The number of stories and audience
reach are both considered a positive response. The tone was rated as 18 percent positive
and 82 percent neutral with no negative rating on any of the coverage.

The first day of coverage focused mainly on details of the program, with limited focus on
privacy concerns and the use of a RFID chip.

Coverage in the following days began to focus on the RFID and the information being
shared with the U.S. This story angle got limited coverage, in part because of the
preparation that went into anticipating this angle and being prepared with a strong
response. Messaging around the protective sleeve, consultation with the Privacy
Commissioners, the limited information (unique identifier) on the RFID, the limited
information that will be provided to the U.S. and the voluntary nature of the EDL
program all helped prevent much negative commentary.

The fact that Phase 1 only impacts 521 people may have been another reason why the
negative angles did not get much attention. Phase 2 will likely face more media scrutiny
over these issues, so it is critical that all of the solutions are in place to deal with RFID
and information sharing.
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